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Abstract Active Network technologyenvisionsdeploymentof virtual executionenviron-
mentswithin network elements,sothatnonhomogeneousprocessingcanbeap-
plied to network traffic. For managementpurposes,eachnodemust have a
meaningfulunderstandingof resourcerequirements- in termsof bandwidth,
memory, andprocessing.To expresstheprocessingrequirementsin a platform-
independentmanner, wearedevelopingamodelof CPUtimeusage,whichcomes
in two parts: a nodemodelandanapplicationmodel. In orderto generatein-
stancesof themodel,oneneedsto gathersomemetricsrelative to theplatform,
thatis, to calibrateanode.Wehaveinvestigatedwhatfactorsthisprocessof cali-
brationshouldaccountfor, andespeciallyhow backgroundloadonanodeaffects
our ability to obtainaccuratecalibrationsfor theCPUtime usedby nodeoper-
atingsystemcallsandby virtual executionenvironments.We have shown that
a backgroundload, eithercomputationintensive or input/outputintensive, has
little influenceon thecalibration. On thecontrary, a memoryconsumingback-
groundloadintroducesanoverheadin somemeasurements.Thepaperdrawsthe
conclusionthat thecalibrationof a nodecanbedonewhatever thebackground
load,providedthatthememoryconsumingloadscanbesuppressedif necessary.

1. INTRODUCTION

Active Network technologyenvisionsdeploymentof virtual executionen-
vironmentswithin network elements,suchas switchesand routers,so that
nonhomogeneousprocessingcanbeappliedto network traffic associatedwith
services,flows,or evenindividualpackets.Tousesuchatechnologysafelyand
efficiently, individualnodesmustprovidemechanismsto manageresourcesas-
sociatedwith specificnetwork traffic. In order to provide suchmanagement
mechanisms,eachnodemusthave ameaningfulunderstandingof resourcere-
quirementsfor eachactive application. In Active Network nodes,resource
requirementstypically comein threecategories:bandwidth,memory, andpro-
cessing.Well-acceptedmetricsexist for expressingbandwidth(bitspersecond)
andmemory(bytes)in unitsindependentof thecapabilitiesof particularnodes.
Unfortunately, no well-acceptedmetric exists for expressingprocessing(i.e.,
CPUtime)requirementsin aplatform-independentform. To addressthisprob-
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lem, we aredevelopinga modelof CPUtime usagefor anactive application.
Themodelconsistsof two parts:anodemodelandanapplicationmodel.The
nodemodelrepresentsthe capabilitiesof a specificnodewith respectto ele-
mentslikely to affect theperformanceof applications.Theapplicationmodel
representsCPU time requirementsin termsof elementscontainedwithin the
nodemodel. This paperinvestigatesa methodto calibrateActive Network
nodesin orderto generateinstancesof thenodemodel.Specifically, thepaper
assessesthedegreeto which backgroundloadon a nodeaffectsour ability to
obtainaccuratecalibrationsfor theCPUtime usedby nodeoperatingsystem
calls(e.g.,Linux systemcalls)andbyexecutionenvironments(e.g.,JavaVirtual
Machines).

Wehave shown thatthepresenceof a computationallyintensive competing
workloaddoesnot affect significantly the calibrationof systemcalls or exe-
cutionenvironmentson active network nodes.Our paperalsoshows that the
presenceof acompetingworkloadof input/outputintensiveprocessesdoesnot
affect significantlythecalibrationof systemcallsor executionenvironments.
We show aswell that a memoryconsumingbackgroundload canhave a no-
ticeableinfluenceon the calibrationof somesystemcalls and the execution
environment.In thispaperwe describeandquantifythis influence.

The paperis organizedinto four main sections. We begin by describing
thecontext of thestudy: in Section2 we considerthesourcesof variability in
CPUtimeusagefor anActiveNetwork node.To thedegreefeasibleany model
proposedmustaccountfor thesesourcesof variabilit y. In Section3,wedescribe
the generaloutlinesof a model to representCPU time usageon an Active
Network node. The model is describedonly in sufficient detail to motivate
theneedfor nodecalibration. Thenin Section4, we describeanapproachto
calibratethe systemcalls in a nodeoperatingsystem. We give someresults
from calibratingLinux systemcalls,andwe specificallyaddresstheinfluence
of backgroundloadonthecalibrationmeasurements.In Section5,wedescribe
an approachto calibratevirtual executionenvironmentsrunning on a node
operatingsystem.We give someresultsfrom calibratingANTS (Java virtual
environment),andwespecificallyaddresstheinfluenceof backgroundloadon
thecalibrationmeasurements.Section6 discussestheresultswe obtained.

2. SOURCES OF VARIABILITY IN CPU TIME USAGE
IN AN ACTIVE NETWORK NODE

Any reasonablemetric for an application’s CPU time requirementsmust
accountfor the major sourcesof variability affecting the application. In this
Sectionwe identify anddiscussthemajorsourcesof variability likely to affect
theCPUtime requirementsof anactive application.A proposedarchitecture
for anActiveNetwork node(Calvert,1998)identifiesseveralcomponentsand
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the relationshipsamongthem. Figure1 gives a conceptualoverview of the
majorcomponentsandrelationships.
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Figure 1 Architectureof a Active Network Node

Thecomponentscanbeviewed asfour layers: thehardware,thenodeop-
eratingsystem(NodeOS)andinterface,theexecutionenvironment(EE),and
theactiveapplication(AA). EachEEprovidesavirtual executionenvironment
(similar for exampleto a Java Virtual Machine,Lindholm andYelling, 1997)
in which AAs canexecute. SeveralEEshave beendefinedandimplemented
within the Active Networks researchcommunity (e.g., seeWetherallet al.,
1999,Alexanderetal., 1997,Schwartzet al., 1999,Bhattacharjeeetal., 1997,
andMosbergerandPerterson,1997). In addition,several implementationsof
aNodeOSarebeingdeveloped(e.g.,seeKaashoekandetal., 1997,Decasper
et al., 1999,andFord et al., 1997). To enableany EE to run over any imple-
mentationof aNodeOS,astandardapplication-programming interface,in the
form of systemcalls, is definedwithin a separateNodeOS specification,in
Peterson(ed.),1999.

Ouranalysisof thismodelandof realsystems,revealedthemainsourcesof
variabilityaffectingtheCPUtimerequirementsof anAA. In thehardwarelayer,
the main factorsthat influencethe executiontime of an applicationinclude:
the frequency of theprocessor, the typeof processor(e.g.,Pentium,Pentium
II, K6, Sparc,andso on), the amountof memoryavailableon the host, the
speedof thedifferentbuses(e.g.,memory, I/O, andsystem),thetechnologyof
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thepersistentstorage(SCSIor IDE harddrive, for instance)- but only if the
applicationmakesI/O accesses,andthetypeof network card(e.g.,10 or 100
MbpsEthernet).Within thenodeoperatingsystem(OS)andnodeOSinterface
layer, the main sourcesof variability include: the performanceof the device
drivers,theperformancein managingprocessesandmemory, andthenatureand
performanceof thesystemcallsprovidedby theoperatingsystem.In thecase
of networkingsystemcalls,performanceof readsandwritesalsovarybasedon
thespecificprotocolstacksthatareburiedbeneaththesystemcalls,aswell as
the implementationof thoseprotocols.Within theEE layer, performancecan
beaffectedbythemappingbetweentheEEsystemcallsandtheOSsystemcalls
(a mappingusuallydefinedby libraries),aswell asthecompilerandoptions
usedto compilethe EE. For examplefor a Linux system,if the EE usesthe
Java Virtual Machine(JVM), thenwe mustconsidertheperformanceof theC
library andtheresultsfrom theC compilerusedto compiletheJVM. Finally,
theexecutionof a specificAA cango throughmany pathsin thecodeof the
program.Thepathof executiontakencandependon many things,suchasthe
stateof thenode(e.g.,whetherdatais cachedor not), thedatacarried(e.g.,the
lengthof thedatato beprocessed),andeventhestateof othernodes(e.g.,in an
active multicastapplication,an intermediatenodecreatesandsendsasmany
new packetsasthenumberof subscribednodes).This paperdoesnot address
themodelingof anAA (which is describedin Galtieret al., 2000),but rather
focusesonestimatingtheperformanceof thelowerlayers(hardware,NodeOS,
andEE).

3. GENERAL OUTLINE OF A MODEL FOR ACTIVE
NETWORK NODES AND APPLICATIONS

WehavedefinedamodelthatrepresentsCPUtimeusageof AAs asafunction
of theCPU time usedin NodeOS systemcallsandin a specificEE between
NodeOS systemcalls. An AA transactionentersandexits a state-transition
graphat an idle state(S� ). Betweenentryandexit, theAA executesa series
of systemcalls (statesS� throughS� ), alsoexecutingwithin an EE between
eachsystemcall. The fundamentalmodel views the executionof eachAA
transactionasasetof transitionsin thegraph,wheretheprobabilityof making
aspecifictransitionis drivenby theAA logic, andwherethetimetakenduring
eachtransitionis a function of the time spentin the sourcesystemcall, and
a function of the time spentin the EE during the transitionbetweensystem
calls. TheprojectedCPUtime usedby a transactionis thenthesumof all the
transitiontimes.

TheAA modelcanberepresentedasa vectorof systemcallsanda matrix
of transitions.By representingan AA asa function of NodeOS systemcall
performanceandEE performanceon a node,we expect to scaleAA models
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into termsmeaningfulfor specificnodesandfor aspecificEEonthenode.We
definetwo transformations:(1) node-to-reference(NR) and(2) reference-to-
node(RN). Prior to transferringanAA modelbetweentwo nodes,themodel
is subjectedto anNR transform.Themodel,with its CPUtime requirements
expressedin termsof a referencenode,is thentransmittedacrossthenetwork.
Upon arrival at the next node, the model is subjectedto an RN transform.
Thecombinationof thesetwo transformswill scaletheCPUtimeswithin an
applicationmodelfrom aform understoodononenodeinto aform understood
onanother. Thispaperinvestigateshow thecalibrationof systemcallsandEEs
might be accomplished,andconsidershow uncontrollablebackgroundloads
might affect calibrationmeasurements.

4. CALIBRATING A NODE OPERATING SYSTEM

Wereportstheresultsfrom calibratingtheCPUtimeusedby 13systemcalls
on two differentnodes,nodeA andnodeB, whosecharacteristicsaregiven
in Table1 below. We selectedthese13 systemcallsbecausethey aretheset
usedby the active applicationping. They arerepresentative of the calls that
any Active Application(AA) wouldmake,becausetheactive pingapplication
performsthe very basicoperationsof an AA. In ping, the active packet goes
throughall thenetwork layersof thenode,accessestheinformationavailableat
thenode,accessestheroutingtableof thenode,sometimeschangesitself (when
going backtoward the source)or forwardsitself to the next hop. Every AA
is likely to performtheseoperations,andthereforeto invoke thesamesystem
callswe have measured.

nodeA nodeB

CPU pentiumII - 333Mhz pentiumII - 450Mhz

RAM 128Mbytes 128Mbytes

storage SCSIharddrive IDE harddrive

OS linux 2.2.7 linux 2.0.36

EE ANTS 1.2on jdk1.1.6 ANTS 1.2on jdk1.1.7B

Table1 Characteristicsfor thePlatformsUsedin theExperiments

To assessthe effectsof backgroundload on our measurements,we define
threeformsof backgroundload: computationintensive, input/output(i/o) in-
tensive,andmemoryconsuming.Thecomputationintensiveworkloadconsists
of aprocessthatcontinuouslycompresses5,000bytesof data,usingtheHuff-
mancodingalgorithm. The main purposeof this processis to fill the cache
memoryof theprocessorto uncover any increasein measuredCPUtime use
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relatedto switchingprocessingcontexts. The i/o intensive workloadconsists
of aprocessthatcontinuouslycopiesa1Mbytefile, using100byteblocks.The
mainpurposeof thisprocessis to uncover any increasein measuredCPUtime
userelatedto processingcompetingi/o traffic. Thememoryconsumingload
repeatsthe taskof generatingrandomlyan arrayof 10,000,000integersand
sortingit. Tocalibratethesystemcalls,weexecuteaworkloadthatmakeseach
call 200 times,usingstrace(Akkermanet al., 2000)to computethe average
CPUtime takenfor eachsystemcall.

Weperformedmeasurementsof thesystemcallsmadeby theworkloadfirst
withoutany loadatall oneachmachine.Thenwemadethesamemeasurements
while varyingthenumberof processes(from 1 to 5,and10)generatingcompu-
tation load. We repeatedthatsameprocedurereplacingthecomputationload
with thetwo otherkindsof backgroundload(i/o andmemoryloads).Theplat-
formsusedareunableto run morethan5 memoryconsumingloadprocesses,
dueto a lack of memory. Thereforewe variedthenumberof processesgener-
atingsuchaloadonly from 1 to 5. For agiventypeof loadandagivennumber
of competingprocessesof that load, we performedseveral measurementsto
uncover any possiblevariability in the results. Whenmeasuringa particular
systemcall, we performenoughreplicationsto ensurethat the truemeanlies
within 5 % of thecomputedmeanwith 95 % confidence.

Node Call no load comp10 I/O 10 mem5

close 7 8 8 9
nodeA link 22 23 23 26

open 11 13 12 13

close 9 9 10 9
nodeB link 32 32 33 35

open 32 34 34 61

Table2 Time in � s spentin systemcalls,while varyingthebackgroundload

Table2showstheresultsweobtainedfor aselectionof threesystemcalls. In
this table,“comp 10” shouldbereadas“10 competingcomputationintensive
processes”.Similarly “I/O 10” refersto a backgroundload of 10 competing
input/outputintensive processes.“mem 5” is a load of 5 processesof the
memoryconsumingload. Theprecisionof thenumbersgivenin thetableis not
betterthanplusor minus1 � s,theresolutionof themeasurementtool weused.

Onbothmachinesandfor eachsystemcall, thereis nosignificantdifference
betweenthemeasurementswithout loadandwith thecomputationload(what-
ever the numberof competingprocesses).Indeed,the overheadmeasured,
if any, doesnot exceedthe precisionof the measurementtool (therewasno
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overheadlarger than2 � s). Similarly, on bothmachinesandfor eachsystem
call, thereis no significantdifferencebetweenthemeasurementswithout load
andwith the input/outputintensive load (whatever the numberof competing
processes).

OnnodeB, whenrunningthememoryconsumingloads,wehavenoticedan
increaseonly in theprocessingtime of thecalls ���	��
 , �
��
�� , and ���	��� . That
increaseis 29 � s (91 %) for ���	��
 , 3 � s (9 %) for �
��
�� , and9 � s (75 %) for
���	��� . OnnodeA, with thesamekind of load,threesystemcalls- ������� , ����
�� ,
and ���
���	��� - show asignificantdifferencewith measurementstakenunderno
load. They all threehavea4 � soverhead.Wediscusstheseresultsin Section6.

5. CALIBRATING AN EXECUTION ENVIRONMENT

We reportherethe resultsfrom calibratingANTS (Wetherallet al., 1999),
a Java-basedexecutionenvironmentfor active networks. We have calibrated
ANTS usingtwo differentcalibrationworkloads,active ping andactive multi-
cast,on two differentplatforms(nodeA andnodeB - seeTable1). We have
executedeachcalibrationworkloadat least200timesto generateseveralCPU
time usagemeasures,includingmean,variance,95

���
and99

���
percentiles,as

well asminimumandmaximum.Weusedthe ���
�	� filesystemin Linux tomake
themeasurements(i.e., to get theCPUtime consumptionof theactive appli-
cation). Theresolutionis 1 centisecond.Unlike themeasurementsin Section
4 (wherewe measureonly kerneltime), herewe measurethe total CPUtime
- i.e., thesumof kernelandusertime. First we measuredthetwo calibration
workloadswithoutany backgroundloadonthetwoplatforms.Thenin asecond
experiment,we performedcalibrationswhile varyingthenumberof processes
(2 and10) generatingcomputationload. In a third experiment,we performed
calibrationswhile varying the numberof processes(2 and10) generatingi/o
load. Wealsoperformedcalibrationswhile varyingthenumberof processes(2
and5) generatingmemoryconsumingload. We employedthesameloadgen-
eratorsusedpreviously to calibratesystemcalls. The two active applications
weusedfor thecalibrationcanbefoundin thestandarddistribution of ANTS.

To measurethemulticastapplicationwe useda network of four nodes,all
runningon the samemachine. The topologyof the nodesis asfollows: the
servernodeis connectedto anintermediatenode,whichin turn is connectedto
thetwoclientnodes.WerecordedtheCPUusageof theintermediatenode.The
twoclientnodesregularlysendmessagessubscribingto themulticastlist. From
themomentwestartrecordingtheCPUtimeusedby theintermediatenode,the
servernodesends30datamessages(oneeverysecond)to themulticastlist. We
usedunchangedthedatamessagesgiven asexamplesin ANTS (version1.2)
distribution, aswell asall theparametersof theapplication.Theintermediate
nodeforwardsthesemessagesto theclients,sincethey have bothsubscribed.
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Whentheserver is donesendingthe30 messages,we stoprecordingtheCPU
usageof theintermediatenodeandwe storetheresult. Thenwe stopthefour
nodesandstartthemagainfor thenext replicationof themeasurement.For the
active ping application,we useda testbednetwork consistingof threelogical
nodesin series,all threerunningon thesamemachine.We recordedtheCPU
usageof theintermediatenode.

Table 3 below reportsa summaryof the resultswe obtained. The table
reportsthedifferencein themeasurementswith a backgroundloadcompared
to the samemeasurementwithout any load, for both applications(ping and
multicast)andbothplatforms.

Node Application comp10 I/O 10 mem5

ping + 3.2% - 3.2% + 1.3%
nodeA (+ 1.2cs) (- 1.2cs) (+ 0.5cs)

multicast + 2.0% + 0.9% - 1.3%
(+ 2.3cs) (+ 1.0cs) (- 1.5cs)

ping 0 % - 0.6% + 67 %
nodeB (0 cs) (- 0.2cs) (+ 21.3cs)

multicast + 5.2% + 6.1% + 20.7%
(+ 5.3cs) (+ 6.1cs) (+ 20.9cs)

Table3 Relative andabsolute(measuredin centiseconds)increaseof themeasurementswith
a backgroundload,comparedto thecasewithoutany load

TheresultsindicatethatEEcalibrationis largelyunaffectedwhencompeting
with a load of computationintensive processes.When competingwith an
input/outputintensive load, the calibrationis still little influenced.Note that
for ping, on both platforms, it takes actually lesstime for the workload to
executewhen thereis an I/O intensive load. While this decreasemay seem
surprising,ourexplanationis givenin thediscussionsection.Whencompeting
with a memoryconsumingload, the resultsdiffer. On nodeB, theCPUtime
neededtorunbothactiveapplicationsincreasessignificantly. Whiletheincrease
expressedas a percentageseemsvery different for ping and multicast, it is
interestingto noticethattheabsoluteincreaseis thesame(approximatively 21
cs).OnnodeA, amemoryconsumingloaddoesnotinfluencethemeasurements
atall.

6. DISCUSSION

In thissectionwediscusstheresultsobtained,andpresentedin theprevious
twosections.Thefollowing explanations(thathavenotbeenverifiedbutwhich
webelievetobetrue)refertomechanismspresentin theLinux kernel.Formore
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detailsaboutthesemechanisms,seeRusling,1999. Thefollowing couldhold
for otheroperatingsystemsaswell.

A computationalbackgroundloadfills thecachememoryof theprocessor.
Thereforewhentheprocesswearemeasuringgainstheprocessor, thelatterfirst
emptiesits cachememoryandfills it with thedatathattheprocesswill needto
use.ThatoperationrequiresCPUprocessingandtheCPUtimeneededis taken
onbehalfof theprocesswearemeasuring.Thatexplainsthe(relatively small)
increaseof thetotalCPUtime requiredto runanactive application.However,
for systemcall calibration,thereis no increasein themeasuredtime. That is
becauseweareonlymeasuringin thatcasethetimespentin kernelmode.When
theprocessentersinto kernelmode,it hasalreadygainedtheprocessorbefore,
thereforetheprocessorhasalreadyreplacedthedatain its cachememory. The
processingtimeneededtoemptyandfill thecachememorycannotbemeasured
in theCPUsystemtime(alsocalledkerneltime).

Oneof themaineffectsof aninput/outputintensive backgroundloadis that
many processeswantto accesskernelressources.Indeed,aprocessgenerating
I/O load spendsmostof its time in kernelmode. Whenthe processwe are
measuringwantsto enterinto kernelmode,it hasto wait first until thekernel
is releasedby theprocessthathada lock on it. Whendetectingthatthekernel
is lockedby anotherprocess,theprocessaddsitself in thekernelsemaphore’s
wait queue. Then it entersin a loop (spin lock) checkingif the lock on the
kernelhasbeenfreed.All theprocessingtimerequiredto performthespinlock
is taken on behalfof theprocesswaiting, andit happensin usermode. This
explainswhythereisaverysmalloverheadin themeasurementsof multicast(on
bothmachines).For theping application,thesmalldecreaseis not significant
becauseit is only 1.2 � s (at most),soit is smallcomparedto theprecisionwe
canachieve. Thereis no reasonwhy thesystemcallsshouldseeanoverhead
in the time they require,becausewhenthesystemcall starts,theprocesshas
alreadyenteredthe kernel, thereforethereis no CPU processingrequiredto
wait for thekernellock to bereleased.

Thememoryconsumingloadfills therandomaccessmemory(RAM), and
partly thevirtual disk memory(swapmemory). As a consequence,a process
competingwith thatkind of backgroundloadcanhardlykeepits datain RAM.
Becausethe operatingsystemneedsall the RAM to executethe background
loads,it flushesthememoryaddressspaceof theprocesswearemeasuringand
storesit on theswapfilesystem.Every time theprocesswe measuregainsthe
processor, it hasto loadall of itsdataintoRAM fromtheswapspace.Thisload-
ing consumessignificantCPUprocessingtime,thus,explainingtheincreaseof
theactiveapplicationtimeonnodeB. OnnodeA, sincetheswappartitionis on
aSCSIdisk, thepageswappingis performedby theSCSIcontrollerandthere
is muchlessadditionalCPUprocessingrequiredfor thattask.Thereforethere
is little overheadmeasuredin thetimetakenby theactiveapplications.For the
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systemcalls,similarly to thecomputationintensiveloadcase,whentheprocess
entersthekernel,it hasalreadygainedtheprocessor, thereforeit hasalready
performedthememoryswapping. That is why thememoryswappingtime is
notaccountedfor in thesystemtime,andconsequentlyneitherin thenodeOS
calibration. However, if the kernel (on behalfof a processmakinga system
call) needsto allocateadditionalmemory, a pageswapwill be triggered,and
all theCPU time neededfor that pageswap will becountedin the time used
by that systemcall. That is why somesystemcalls seetheir executiontime
increasebecauseof thememoryconsumingload. Which systemcallswill see
suchanoverheadis determinedby theparticularimplementationsof thecalls.

7. CONCLUSION

This paperhasinvestigateda methodto calibrateactive network nodesin
orderto generatea modelfor CPUtime usageby active applications.Specifi-
cally, thepaperassessesthedegreeto whichbackgroundloadonanodeaffects
our ability to obtainaccuratecalibrationsfor theCPUtime usedby nodeop-
eratingsystemcalls (e.g.,Linux systemcalls)andby executionenvironments
(e.g., Java Virtual Machines). Our paperhasshown that the presenceof a
computationallyintensivecompetingworkloaddoesnotaffectsignificantlythe
calibrationof systemcallsor executionenvironmentsonactivenetwork nodes.
This sameconclusionholdswhenthebackgroundloadwe useis input/output
intensive. Wealsoshow in thispaperthatthepresenceof amemoryconsuming
backgroundload increasestheCPUtime usedby theexecutionenvironment,
but only if it is the CPU that hasto performthe memorypageswapping. In
the latter case,theoverheadintroducedby the load is very noticeable.If the
processorcanrely on anotherdevice - suchasa SCSIcontroller- to perform
theswapping,thenthereis little overheaddueto thememoryswapping.These
conclusionsimply thatwhenperformingthenodeOScalibration(that is, the
measurementof thecallsat thenodeOS interface,seePeterson(ed.),1999),
aswell aswhenperformingtheexecutionenvironmentcalibration,theback-
groundloaddoesnot influencesignificantlythemeasurements,aslong asany
memoryconsumingbackgroundloadcanbesuppressed.Nonetheless,it might
notbenecessaryto actuallysuppressthememoryconsumingloadin oneof the
following cases:thereis enoughmemoryon thehostto avoid disk swapping,
or theCPUdoesnotbearthemainburdenof pageswapping.
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